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The Current State of Digital Citizenship in the U.S.
The use and necessity of information and communication technology (ICT) is not only becoming more and more 
ingrained in the lives of adults in the U.S., it has also become embedded in the development of our children. In this 
way, protecting the physical, psychological, and reputational safety of the millennial generation through education 
and skill-building is becoming more important by the day1. One popular topic in this line of conversation involves 
teaching young teens to respect themselves and one another in their virtual lives. In other words, teaching them 
how to be good “digital citizens.”2

In order to better educate young students on Digital Citizenship, it is important to know how their attitudes, moti-
vation, and behavior influence their virtual lives. In the current investigation, researchers at EverFi aimed to better 
understand how young teens feel about ICT and their own risks, responsibilities, and consequences, as well as 
how and why they use technology to navigate social interactions in the modern world. 

An Investigation of Young Adolescents
Data was collected during the 2011-2012 school year from more than 5,500 students, primarily 13 to 16 years 
old, across the United States in primary and secondary schools. These students were surveyed on their attitudes 
and behaviors regarding technology use, cyberbullying, privacy protection, digital time management, illegal online 
behaviors, careers in technology, protecting their online reputation, texting and driving, and using technology in 
the classroom. 

A Snapshot of Teens and Technology Use
Exploratory data analyses revealed that an overwhelming  
majority (91%) of young teens have ample access to ICT,  
and most students use it more than an hour every day. 
Sixty-two percent access the Internet from their homes (25% 
from mobile devices and 9% from school) and approximately 
a third of the sample report a daily average of more than 3 
hours online. 

As the amount of time spent online increases, students are 
more likely to report that their “parents/guardians have no 
idea what they do online” and less likely to engage in safe 
and responsible online behavior. Additionally, female young 
teens tend to spend more time using ICT than their male 
peers, but also report higher rates of parental monitoring. As 
age in our sample increased, teens reported spending more 
time online, experiencing less parental monitoring of their 
digital behaviors, and were more likely to agree that they 
“spent too much time online”. While most of our sample 
appears to be able to manage their digital time responsibly, 
there is room for education and skill development in this 
subset of the population who are navigating the Internet 
without guidance or boundaries and are expressing the 
desire to change their behaviors. 
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Student Attitudes Toward Cyberbullying, Online Safety, and Responsibility
There are a variety of reports on the prevalence of cyberbullying among young teens, but with little consensus. 
Our investigation found that only a third of surveyed students believed that cyberbullying was a “big deal” in their 
schools. Most respondents also reported that they would not perpetuate the problem (72%) and would help a 
friend being cyberbullied by going to an adult (59%). 

The majority of young students we sampled know that they are personally responsible for protecting their online 
privacy and reputation. Very few of these teens would post compromising information or photos on the Internet 
(12%) or engage in illegal online behaviors (19%), because they understand that those actions can have legal  
consequences (73% agree) or employment-related consequences (58% agree). However, it is troubling that only 
half of the young teens in this same sample would stop an online conversation and report it to an adult if it 
become too personal or troubling. Digital interactions can be a starting point for those who wish to exploit young 
teens, and in order to protect their safety, this age group may need more education on recognizing “red flags” 
online and navigating uncomfortable situations. 

Identifying the Need for Digital Citizenship Education
It is encouraging that safe and responsible online behavior appears to be more popular than risky digital behavior 
for young teens. However, it is important for us to identify which students are most likely to benefit from education 
regarding digital citizenship. To accomplish this, researchers employed a technique called factor analysis used to 
group related variables together into larger constructs or topics. Young teens’ responses to questions regarding 
“sexting”, poor privacy protection, and poor digital reputation awareness converged to create a meaningful factor, 
which was labeled “Poor Digital Citizenship.” These seemingly disparate online behaviors are actually closely 
related, and young teens that are struggling with one behavior are significantly more likely to be struggling with  
others as well. In this way, we can generate and distribute targeted and personalized content for those students 
who are the most at-risk for experiencing serious negative consequences as a result of their ICT behavior. 

This factor was then used to predict personal characteristics of respondents. Those who were high in “Poor Digital 
Citizenship” were predominantly male, older than 15, Hispanic or African-American, had parents without post-sec-
ondary education, reported no parental monitoring, and spent more than three hours a day online. This factor was 
also used to predict responses to other survey items, and those high in “Poor Digital Citizenship” were more likely 
to report that they would pirate movies/songs, admit that they spend too much time online, and spend too much 
time texting. These young teens were also less likely to change their passwords, read online privacy statements 
or utilize the experience and authority of their parents during uncomfortable digital interactions. Most disturbingly, 
students who were high in “Poor Digital Citizenship” displayed remarkably low levels of knowledge regarding the 
consequences of their ICT behaviors.  
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Implications for Practice 
This investigation is significant because there is such inconsistency in the research related to young teens and 
their behaviors in relation to ICT3. Our exploratory analysis at Everfi revealed that the majority of students  
in our sample behave in a safe and responsible manner when utilizing ITC. However, a sizable number of young 
millenials demonstrate undesirable attitudes, behaviors, and knowledge levels in regards to digital citizenship. 
Parents, teachers and policymakers need to work together to foster education, awareness, and empowerment.  
In order to make an impact on young teens in regards to their digital citizenship, all of us need to be aware of the 
scope of this issue and be able to discuss it freely between and within different generations so that information, 
attitudes, behaviors, and experiences can be shared. Even small steps towards increasing discourse, providing 
knowledge, and setting goals and boundaries can lead to large gains in terms of the amount of time spent using 
ICT and the frequency of positive, thoughtful behaviors in the digital world, which reduce the likelihood of  
experiencing serious negative consequences4.

methodology
Survey responses were acquired from teen students taking EverFi’s Ignition course on digital citizenship. Ignition 
is a learning platform that provides curriculum on the risks and rewards of technology in their lives by combining 
cutting-edge instructional design, rich media, and virtual simulations. 

Principal component analysis with varimax rotation was used to compute underlying factors in the Ignition surveys. 
Eigenvalues found that the first factor explained 11.7% of the variance in responses. Primary factor loadings for all 
eight items were above .5, and only one item had a cross-factor loading above .3 (How likely to send sexually ex-
plicit text/photos to someone I know?). Factor loadings are listed in Table 1. Regression weights for “Poor Digital  
Citizenship” were saved as a new variable and examination of histograms as well as skewness and kurtosis  
values revealed the scores to be normally distributed. 
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3   Crimes Against Children Research Center (2011). The True Prevalence of 
“Sexting”. Available from the Crimes Against Children Research Center Web site, 
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4   Kaiser Family Foundation (2010). Generation M2:  Media in the Lives of 8- to 
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Item          poor Citizenship factor

(How likely are you to…..) Accept a “friend request” from someone I don’t know   .661

(How likely are you to…..) Post a picture of myself doing something that I probably shouldn’t  .651

(How likely are you to…..) Meet someone face-to-face after meeting them online?   .625

(How likely are you to…..) Open an email attachment sent by someone I don’t know   .621

(How likely are you to…..) Post my full name, home address and date of birth online   .589

(How likely are you to…..) Send a sexually explicit text message or photo to someone I know  .563

(How much you do you agree with….) I have “friended” someone that I have never met in person  .542

(How likely are you to…..) Write something in an email that could hurt someone else’s feelings?  .537

 
Regression weights were then used to predict demographic characteristics and survey responses. When the factor was a significant 
predictor, we also used ANOVA to test for significant mean differences across demographic groups and response categories. 

Table 1. factor loadings for poor Digital Citizenship


